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0il: gimp-2.6.7 (CVE-2009-1570)

long ToL (char xpbuffer) { return (puffer[0] | puffer[l]<<8 | puffer[2]<<1l6 | puffer[3]<<24); }
short ToS (char *pbuffer) { return ((short)(puffer[@] | puffer[1l]<<8)); }

gint32 ReadBMP (gchar *name, GError sxxerror) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
ReadImage (rowbytes);

rowbytes
image_ID

}

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size




0il: gimp-2.6.7 (CVE-2009-1570)

long ToL (char xpbuffer) { return (puffer[0] | puffer[l]<<8 | puffer[2]<<1l6 | puffer[3]<<24); }

short ToS (char *pbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

gint32 ReadBMP (gchar *name, GError sxxerror) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
ReadImage (rowbytes);

rowbytes
image_ID

}

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size




0il: gimp-2.6.7 (CVE-2009-1570)

long ToL (char xpbuffer) { return (puffer[0] | puffer[l]<<8 | puffer[2]<<1l6 | puffer[3]<<24); }

short ToS (char *pbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

gint32 ReadBMP (gchar *name, GError sxxerror) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = ToL (&buffer[0x001); e
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
ReadImage (rowbytes);

rowbytes
image_ID

}

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size




0il: gimp-2.6.7 (CVE-2009-1570)

long ToL (char xpbuffer) { return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24); }e

short ToS (char *pbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

gint32 ReadBMP (gchar *name, GError sxxerror) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = ToL (&buffer[0x001); e
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
ReadImage (rowbytes);

rowbytes
image_ID

}

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size




0il: gimp-2.6.7 (CVE-2009-1570)

long ToL (char xpbuffer) { return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24); }e

short ToS (char *pbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

gint32 ReadBMP (gchar *name, GError sxxerror) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = ToL (&buffer[0x001); e
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
ReadImage (rowbytes);

rowbytes
image_ID

}

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size




0il: gimp-2.6.7 (CVE-2009-1570)

long ToL (char xpbuffer) { return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24); }e

short ToS (char *pbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

gint32 ReadBMP (gchar *name, GError sxxerror) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = ToL (&buffer[0x001); e
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
ReadImage (rowbytes) ;e

rowbytes
image_ID

}

gint32 ReadImage (int rowbytes) {

buffer = malloc(rowbytes); // malloc with overflowed size




0il: gimp-2.6.7 (CVE-2009-1570)

long ToL (char xpbuffer) { return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24); }e

short ToS (char *pbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

gint32 ReadBMP (gchar *name, GError sxxerror) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = ToL (&buffer[0x001); e
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
ReadImage (rowbytes) ;e

rowbytes
image_ID

}

gint32 ReadImage (int rowbytes) {

buffer = malloc(rowbytes); // malloc with overflowed size




0ll: sam2p-0.49.4 (CVE-2017-1663)

long ToL (char xpbuffer) { return (puffer[0] | puffer[l]<<8 | puffer[2]<<16 | puffer[3]<<24); }
short ToS (char *xpbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

bitmap_type bmp_load_image (FILEx filename) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

rowbytes = ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
image.bitmap = ReadImage (rowbytes);

}

unsigned charx ReadImage (int rowbytes) {
unsigned char xbuffer = (unsigned charx) new char[rowbytes]; // malloc with overflowed size




0ll: sam2p-0.49.4 (CVE-2017-1663)

long ToL (char xpbuffer) { return (puffer[0] | puffer[l]<<8 | puffer[2]<<16 | puffer[3]<<24); }

short ToS (char *xpbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

bitmap_type bmp_load_image (FILEx filename) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

rowbytes = ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
image.bitmap = ReadImage (rowbytes);

}

unsigned charx ReadImage (int rowbytes) {
unsigned char xbuffer = (unsigned charx) new char[rowbytes]; // malloc with overflowed size




0ll: sam2p-0.49.4 (CVE-2017-1663)

long ToL (char xpbuffer) { return (puffer[0] | puffer[l]<<8 | puffer[2]<<16 | puffer[3]<<24); }

short ToS (char *xpbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

bitmap_type bmp_load_image (FILEx filename) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

rowbytes = ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
image.bitmap = ReadImage (rowbytes);

}

unsigned charx ReadImage (int rowbytes) {
unsigned char xbuffer = (unsigned charx) new char[rowbytes]; // malloc with overflowed size




0ll: sam2p-0.49.4 (CVE-2017-1663)

long ToL (char xpbuffer) { return (puffer[0] | puffer[1]<<8 | puffer[2]<<1l6 | puffer[3]<<24); }e

short ToS (char *xpbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

bitmap_type bmp_load_image (FILEx filename) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

rowbytes = ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
image.bitmap = ReadImage (rowbytes);

}

unsigned charx ReadImage (int rowbytes) {
unsigned char xbuffer = (unsigned charx) new char[rowbytes]; // malloc with overflowed size




0ll: sam2p-0.49.4 (CVE-2017-1663)

long ToL (char xpbuffer) { return (puffer[0] | puffer[1]<<8 | puffer[2]<<1l6 | puffer[3]<<24); }e

short ToS (char *xpbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

bitmap_type bmp_load_image (FILEx filename) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

rowbytes = ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;0
image.bitmap = ReadImage (rowbytes);

}

unsigned charx ReadImage (int rowbytes) {
unsigned char xbuffer = (unsigned charx) new char[rowbytes]; // malloc with overflowed size




0ll: sam2p-0.49.4 (CVE-2017-1663)

long ToL (char xpbuffer) { return (puffer[0] | puffer[1]<<8 | puffer[2]<<1l6 | puffer[3]<<24); }e

short ToS (char *xpbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

bitmap_type bmp_load_image (FILEx filename) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

rowbytes = ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;0
image.bitmap = ReadImage (rowbytes); e

}

unsigned charx ReadImage (int rowbytes) {
unsigned char xbuffer = (unsigned charx) new char[rowbytes]; // malloc with overflowed size




0ll: sam2p-0.49.4 (CVE-2017-1663)

long ToL (char xpbuffer) { return (puffer[0] | puffer[1]<<8 | puffer[2]<<1l6 | puffer[3]<<24); }e

short ToS (char *xpbuffer) { return ((short)(puffer[0] | puffer[1l]<<8)); }

bitmap_type bmp_load_image (FILEx filename) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

rowbytes = ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;0
image.bitmap = ReadImage (rowbytes); e

}

unsigned charx ReadImage (int rowbytes) {

unsigned char xbuffer = (unsigned charx) new char[rowbytes]; // malloc with overflowed size




Oil: libXcursor-1.1.14 (CVE-2017-16612)

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];
if ((xfile->read) (file, bytes, 4) !'= 4) return XcursorFalse;
U = ((bytes[0] << 0) | (bytes[1l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

}

_XcursorReadImage (XcursorFile *xfile, XcursorFileHeader xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width))
return NULL;
if (! XcursorReadUInt (file, &head.height))
return NULL;
image = XcursorImageCreate(head.width, head.height);

L

XcursorImage *xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width *x height x sizeof (XcursorPixel));




Oil: libXcursor-1.1.14 (CVE-2017-16612)

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];
if ((xfile->read) (file, bytes, 4) !'= 4) return XcursorFalse;
U = ((bytes[0] << 0) | (bytes[1l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

}

_XcursorReadImage (XcursorFile *xfile, XcursorFileHeader xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width)) a
return NULL;

if (! XcursorReadUInt (file, &head.height))
return NULL;

image = XcursorImageCreate(head.width, head.height);

L

XcursorImage *xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width *x height x sizeof (XcursorPixel));




Oil: libXcursor-1.1.14 (CVE-2017-16612)

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];
if ((xfile->read) (file, bytes, 4) !'= 4) return XcursorFalse;
U = ((bytes[0] << 0) | (bytes[1l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));9
return XcursorTrue;

}

_XcursorReadImage (XcursorFile *xfile, XcursorFileHeader xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width)) a
return NULL;

if (! XcursorReadUInt (file, &head.height))
return NULL;

image = XcursorImageCreate(head.width, head.height);

L

XcursorImage *xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width *x height x sizeof (XcursorPixel));




Oil: libXcursor-1.1.14 (CVE-2017-16612)

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];
if ((xfile->read) (file, bytes, 4) !'= 4) return XcursorFalse;
U = ((bytes[0] << 0) | (bytes[1l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));9
return XcursorTrue;

}

_XcursorReadImage (XcursorFile *xfile, XcursorFileHeader xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width)) a
return NULL;

if (! XcursorReadUInt (file, &head.height))
return NULL;

image = XcursorImageCreate(head.width, head.height);

L

XcursorImage *xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width *x height x sizeof (XcursorPixel));




Oil: libXcursor-1.1.14 (CVE-2017-16612)

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];

if ((xfile->read)(file, bytes, 4) != 4) return XcursorFalse;
xu = ((bytes[0] << 0) | (bytes[1l] << 8) | (bytes[2] << 16) | (bytes[3] << 24)“9 °
return XcursorTrue;

}

_XcursorReadImage (XcursorFile *xfile, XcursorFileHeader xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width)) a
return NULL;

if (! XcursorReadUInt (file, &head.height))
return NULL;

image = XcursorImageCreate(head.width, head.height);

L

XcursorImage *xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width *x height x sizeof (XcursorPixel));




Oil: libXcursor-1.1.14 (CVE-2017-16612)

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];

if ((xfile->read)(file, bytes, 4) != 4) return XcursorFalse;
xu = ((bytes[0] << 0) | (bytes[1l] << 8) | (bytes[2] << 16) | (bytes[3] << 24)“9 °
return XcursorTrue;

}

_XcursorReadImage (XcursorFile *xfile, XcursorFileHeader xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width)) a
return NULL;
if (! XcursorReadUInt (file, &head.height))
return NULL;
image = XcursorImageCreate(head.width, head.height); e
¥

XcursorImage *xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width *x height x sizeof (XcursorPixel));




Oil: libXcursor-1.1.14 (CVE-2017-16612)

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];

if ((xfile->read)(file, bytes, 4) != 4) return XcursorFalse;
xu = ((bytes[0] << 0) | (bytes[1l] << 8) | (bytes[2] << 16) | (bytes[3] << 24)“9 °
return XcursorTrue;

}

_XcursorReadImage (XcursorFile *xfile, XcursorFileHeader xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width)) a
return NULL;
if (! XcursorReadUInt (file, &head.height))

return NULL;
image = XcursorImageCreate(head.width, head.height); e

I3
XcursorImage *XcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width *x height x sizeof (XcursorPixel)); e




0ll: Google Project Zero

... But what may be the most notable fact is that 25% of the 0-days detected in 2020 are closely related
to previously publicly disclosed vulnerabilities. In other words, 1 out of every 4 detected 0-day exploits
could potentially have been avoided if a more thorough investigation and patching effort were explored.

- Déja vu-Inerability, Google Project Zero, 2021
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CVE-2017-9181 Z} fAIX 0.92

static int image_load_gif(..) {

fread(buf, 13, 1, fp);
while (1) {
img—>width = (buf[5] << 8) | buf[4];
img—>height = (buf[7] << 8) | buf[6];
img—>depth = gray ? 1 : 3;
img—>pixels = (uchar x)malloc((size_t) (img->width * img->height * img->depth));




htmlidoc-0.91

CVE-2017-9181 2} fAIE 0.92

static int image_load_gif(..) {

fread(buf, 13, 1, fp);
while (1) {
img—>width = (buf[5] << 8) | buf[4];
img—>height = (buf[7] << 8) | buf[6];
img—>depth = gray ? 1 : 3;
img->pixels = (uchar x)malloc((size t)(img->width * img->height * img->depth));

H michaelrsweet [ htmidoc () sponsor

Code @ lIssues 15 Pull requests Actions drojects Wiki Security Insights

Bug: buffer-overflow caused by integer-overflow in image_load_gif|

kangwoosukeq opened this issue on 21 Mar - 6 comments

kangwoosukeq commented on 21 Mar

Hi, | found some integer overflow vulnerability that is similar to CVE-2017-9181 in htmidoc.

e 0s: Debian GNU/Linux bullseye/sid

e version: 1.9.11

htmldoc-poc.zip
In htmldoc-poc, there are maliciously crafted gif and html file which crashes htmldoc like below.

$ htmldoc --webpage -f out.pdf htmldoc-poc.html
PAGES: 2
[1] 17884 segmentation fault htmldoc —-webpage -f out.pdf htmldoc-poc.html
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e Q¥ 2M (taint analysis) 7|t

o A& XIH (sre): 2|F ¢=H0| SH2= X (0f: fread, gets)

o =2 XA (sink): 2MIZ €2Z + U= X|H (4l: malloc, printf)




e Q¥ 2M (taint analysis) 7|t

o AZFX[E (src): 21F &i=H0| S0{LE X (Ol: fread, gets)

o S X|H (sink): 2XIE €2Z& &= U= XA (0f: malloc, printf)

o 771X| 7 AE7| (Facebook Infer AZI 7|8

e Infer 7|2 HAZ=7|: use-after-free, double free

o XtA| M[ZF HZE7]: int overflow, int underflow, buffer overflow, format string bug, cmd injection
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o« =4 IFO|M =Xt H|O|E] 2|& £t (data dependency) E [TEtA]




o 2M IPH0||M XS H|0|E] 2|& 27| (data dependency) S [}2tA]

long ToL (char xpbuffer) {
return (puffer[0] | puffer[1]<<8 | pufferl[2]<<16 | puffer[3]1<<24);
5

gint32 ReadBMP (gchar *name, GError xxerror) {
if (fread(buffer, Bitmap File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
biWidth = ToL (&buffer[0x00]);

rowbytes biWidth x 4;
image_ID = ReadImage (rowbytes);

}

gint32 ReadImage (int rowbytes) A{
buffer = malloc(rowbytes);




o 2M IPH0||M XS H|0|E] 2|& 27| (data dependency) S [}2tA]

long ToL (char xpbuffer) {
return (puffer[@] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]1<<24);

gint32 ReadBMP (gchat xngme, GError skxerror) {
if (fread(buffer, Bitmap File Head.biSize - 4, fd) != 0)
FATALP A"BMP: Erfor reading BMP file header #3");
biWidth ="TolL (&buffér[0x00]);
biWidth~f
ReadImage (rowbytes)

rowbytes
image_1ID

}

gint32 ReadImage (i‘iﬁrowbytes) {

buffer = malloc(rowbytes);




e 2M TPHOIM FXSHH|0|E 2|Z& 27| (data dependency)

long ToL (char xpbuffer) {
return (puffer[@] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]1<<24);
I3 Y

gint32 ReadBMP (gchat xngme, GError skxerror) {
if (fread(buffer, Bitmap File Head.biSize - 4, fd) != 0)
FATALP A"BMP: Erfor reading BMP file header #3");
biWidth ="ToL (&buffér[0x00]);

biWidthef 4;
ReadIage (rowbytes)

rowbytes
image_1ID

}

gint32 ReadImage (i‘i?rowbytes) {

buffer = malloc(rowbytes);

[CF2FAT

fread(buffer)

obuffer|
obuffer[1
obuffer[2]

<< 8
<< 16

WNNEFELEOS <

obuffer[3] << 24

l

biWidth *x 4

l

malloc
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‘ fread
v
buffer([0.
o —||:— 7|‘X‘ gg Sbﬂff:?:l: << 8
pbuffer[2] << 16
_ pbuffer[3] << 24
o A20| S&oi= 7| ALXRL 2H0[E R 2] =8| = ¥
| biwidth * 4 |

v

. QR0| Ciet YHEQI ZA 120 EF I R 2o




‘ fread

pbuffer[0]
¢ _||:_ 7|'X‘ )é-)l?él pbuffer([1.
pbuffer|
pbuffer|

<< 8
<< 16
<< 24

o Z=20| S&ol= 7|= AL 2fo[Ee{2] &= TH=~

| biwidth x 4 |

v

. QFO0| ChEH YBHEQI ZAt 20| §X e ]

- ZUZON =20 22X EAR? - ZUAZO0M ‘%’ 2 42X ZA?

if (n > UPPER BOUND) { if (ch == ‘%") {
+ ) + )
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0ol: gimp-2.6.7

long ToL (char xpbuffer) {
return (puffer[0] | puffer[l]<<8 | puffer[2]<<16 | puffer[3]<<24);
I3

short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); }

gint32 ReadBMP (gchar *xname, GError xxerror) A
if (fread(buffer, Bitmap_File_Head.biSize - 4, fd) !'= 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = ToL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
ReadImage (rowbytes);

rowbytes
image_ID

, .

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size




0ol: gimp-2.6.7

long ToL (char xpbuffer) {
return (puffer[0] | puffer[l]<<8 | puffer[2]<<16 | puffer[3]<<24);

¥
short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); } ‘ fread ‘
gint32 ReadBMP (gchar xname, GError sxerror) { ,l
if (fread(buffer, Bitmap_File_ Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3"); ‘ pbuffer[@] | pbuffer[l] << 8 | pbuffer[2] << 16 | pbuffer[3] << 24‘
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]); ,l
rowbytes = ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4; ‘ ((Bitmap_Head.biwWidth * Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4 ‘
image_ID = ReadImage (rowbytes); _ —

. l

‘ malloc ‘

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size




0f|: libXcursor-1.1.14

static XcursorBool _XcursorReadUInt (XcursorFile *xfile, XcursorUInt *u) A
unsigned char bytes[4];
if ((xfile->read)(file, bytes, 4) != 4) return XcursorFalse;
*u = ((bytes[0] << 0) | (bytes[l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

}

_XcursorReadImage (XcursorFile xfile, XcursorFileHeader *xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width))
return NULL;
if (! _XcursorReadUInt (file, &head.height))
return NULL;
image = XcursorImageCreate(head.width, head.height);

,

XcursorImage xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width * height x sizeof (XcursorPixel));




0f|: libXcursor-1.1.14

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];
if ((xfile->read)(file, bytes, 4) != 4) return XcursorFalse;
*u = ((bytes[0] << 0) | (bytes[l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

; ‘ fread ‘

_XcursorReadImage (XcursorFile xfile, XcursorFileHeader *xfileHeader, int toc) {
XcursorChunkHeader chunkHeader; ‘l
XcursorImage head; ‘

bytes[0] | bytes[1] << 8 | bytes[2] << 16 | bytes[3] << 24 |

if (! _XcursorReadUInt (file, &head.width)) ,l
return NULL;
if (i_xcuﬁat[ReadUInt (file, &head.height)) ‘ sizeof(XcursorImage) + width * height * sizeof(XcursorPixel) ‘
return ;
image = XcursorImageCreate(head.width, head.height); ,l
¥ ‘ malloc ‘

XcursorImage xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width * height x sizeof (XcursorPixel));




| -
gimp libXcursor
‘ fread ‘ ‘ fread ‘
' !
‘ pbuffer[@] | pbuffer[1l] << 8 | pbuffer[2] << 16 | pbuffer[3] << 24‘ ‘ bytes[0] | bytes[1l] << 8 | bytes[2] << 16 | bytes[3] << 24 ‘
! !
‘ ((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4 ‘ ‘ sizeof(XcursorImage) + width *x height * sizeof(XcursorPixel) ‘

' '

‘ malloc ‘ ‘ malloc ‘




| -
gimp libXcursor
‘ fread ‘ ‘ fread ‘
' !
‘ pbuffer[@] | pbuffer[1l] << 8 | pbuffer[2] << 16 | pbuffer[3] << 24‘ ‘ bytes[0] | bytes[1l] << 8 | bytes[2] << 16 | bytes[3] << 24 ‘
! !
‘ ((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4 ‘ ‘ sizeof(XcursorImage) + width *x height * sizeof(XcursorPixel) ‘
! !
‘ malloc ‘ ‘ malloc ‘

+ malloc + malloc

1 3 3 2 1 1 1 1 1 3 3 2 0 0 1 1
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+ malloc fread + malloc

1 3 3 2 1 1 1 1 1 3 3 2 0 0 1 1




AL HW

o F HES| IR RAIEE 0|2

Il

sim(A, B) =
A5 A B

QF MALIA g8 R

*

+ malloc fread malloc

1 3 3 2 1 1 1 1 1 3 3 2 0 0 1 1

1X1+3X3+3X3+2X2+1X1+1X1

= (.96

V12 4+324+32 422 4+ 12412 4+ 12 4+ 124/12 4+ 32 4+ 32 4+ 22 4 12 4 12







e Debian C/C++ IN7|X| 2737} CHA




e Debian C/C++ IN7|X| 2737} CHA

« 7T7HK| 2F

 cmd injection, int over/underflow, format string, buffer overflow, UAF, double free




 Debian C/C++ T{7|X| 2737} CH4!
« 77HK| 2=

 cmd injection, int over/underflow, format string, buffer overflow, UAF, double free
« ATJL|X DB 74

o O|%0|| AR 2= 1674

« Juliet testcase @& 0j|A| 5,383 74

« OWASP 2| ARG 2 O|A| 571




 Debian C/C++ T{7|X| 2737} CH4!
« 77HK| 2=

 cmd injection, int over/underflow, format string, buffer overflow, UAF, double free
« ATJL|X DB 74

o O|%0|| AR 2= 1674

« Juliet testcase @& 0j|A| 5,383 74

« OWASP 2| ARG 2 O|A| 571

« Facebook Infer £ 0|25t & EAM
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void CWE190_ Integer_Overflow__int_64_t fscanf_square_01 _bad() {
int64_t data;
data = OLL;
fscanf(stdin, "$" SCNd64, &data);
// potential integer overflow
int64_t result = data * data;
char xp = malloc(result);

Juliet test case




Aok,

O -

static DiaObject *xfig_read_polyline(FILE *file, DiaContext s*ctx) A1
fscanf(file, "%d %d %d %d %d %d %d %d %1f %d %d %d %d %d %d\n", ...,
&npoints);
newobj = create_standard_polyline(npoints, ...);

o |

I3
void CWE190_Integer Overflow__int_64_t_fscanf_square_01_bad() { biaObject xcreate_standard_polyline(int num_points, ...) {
int64 t data: pcd.num_points = num_points;
data = OLL: new_obj = otype->ops—->create(NULL, &pcd, &hl, &h2);
fscanf(stdin, "%" SCNd64, &data); ree
// potential integer overflow b
int64_t result = data *x data; , _ _ _ , _ ,
char *p = malloc(result); static DiaObject *polyline_create(Point xstartpoint, void xuser_data,
1 Handle xxhandlel, Handle xxhandle2) {

MultipointCreateData *pcd = (MultipointCreateData *)user_data;
polyconn_init(poly, pcd->num_points);

I3

void polyconn_init(PolyConn *poly, int num_points) {
// potential integer overflow
poly—->points = g_malloc(num_points % sizeof(Point));

o |

Juliet test case dia-0.97.3




Aok,

O - 3 T;
oF Q # o
1.0 TPAfLs,

static DiaObject *fig_read_polyline(FILE xfile, DiaCon
fscanf(file, "%d %d %d %d %d %d %d %d %Lf %d %d %d %d %d
&npoints);

newobj = create_standard_polyline(npoints, ...);
s

void CWE190_Integer Overflow__int_64_t_fscanf_square_01_bad() { biaObject xcreate_standard_polyline(int num_points, ...) {

int64 t data: pcd.num_points = num_points;

data = OLL: new_obj = otype->ops—->create(NULL, &pcd, &hl, &h2);

fscanf(stdin, "%" SCNd64, &data); ree

// potential integer overflow b

int64_t result = data *x data; , _ _ _ _ _ ,

char *p = malloc(result); static DiaObject *polyline_create(Point xstartpoint, void xuser_data,
1 Handle xxhandlel, Handle xxhandle2) A

MultipointCreateData *pcd = (MultipointCreateData *)user_data;
polyconn_init(poly, pcd->num_points);

I3

void polyconn_init(PolyConn *poly, int num_points) {
// potential integer overflow
poly—->points = g_malloc(num_points % sizeof(Point));

o |

Juliet test case dia-0.97.3
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kangwoosukeq commented on 21 Mar

Hi, | found some integer overflow vulnerability that is similar to CVE-2017-9181 in htmidoc.

e 0s: Debian GNU/Linux bullseye/sid

e version: 1.9.11

htmldoc-poc.zip
In htmldoc-poc, there are maliciously crafted gif and html file which crashes htmldoc like below.

$ htmldoc —--webpage -f out.pdf htmldoc-poc.html
PAGES: 2
[1] 17884 segmentation fault htmldoc —-webpage -f out.pdf htmldoc-poc.html
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